«OCTOPOKHO, MOIIIEHHUKH »

B ycnoBusx pa3Butus 1niu@poBoil 3KOHOMUKH, JIEKTPOHHBIX IIATEKHBIX
CHUCTEM IEPCOHANBHBIX JJICKTPOHHBIX YCTPOWMCTB U MHTEpHETa CTPEMUTEIHLHO
BO3POCJIO KOJMYECTBO COBEPIIECHHBIX C UX UCIOJIB30BAHUEM MPECTYILJICHUM.
CoBeplIEHHIO  JTaHHOW  KaTeropuu MPECTYIUIEHHH  CHOCOOCTBYIOT
JOBEPUYMBOCTh  TPAXKJaH, HEJOCTATOYHAsT HMX  OCBEJOMJIEHHOCTb U
peHEeOPEKUTEHHOE OTHOIIEHUE K AJIEMEHTAPHBIM MpaBUaM 0€30MacHOCTH.
Jnsa npenynpexaeHus: NpOTUBOIIPABHBIX ACHUCTBUN MO JUCTAHIIHOHHOMY
XUIIECHUIO ICHEKHBIX CPEJICTB BaXKHO 3aIIOMHUTH CJICAYIOIIIECE.
Cotpyaauku Oanka 1o TenedoHYy WIM B JJEKTPOHHOM THCHME HE
3ampaliuBaroT:
® I[IEpCOHAIbHBIE CBEJACHUS (Cepusi W HOMEp Tacmopra, ajpec
perucTpanuy,
uMsI ¥ paMIUTHS BIIaJEIblla KapThl);

e pekBU3UTHI, cpok aerctBus, [IMH- u CVV-ko1bl 0aHKOBCKUX KapT;

o maponu wuid koAbl u3 CMC-cooOmeHud jsi MOATBEPKIACHUS
(bUHAHCOBBIX ONEpAIMi WU UX OTMEHBI;

® JIOTHH U MApOJIb JIJIsl BXO/1a B IMYHBIN KaOWHET KJIMEeHTa OaHKa.

CoTpynHuku 0aHKa TaK)Ke HE MPEJIararor:

® YCTaHOBUTH MPOTPAMMBbI YJAJIEHHOTO JI0CTyIa (MU WHBIE CTOPOHHUE
MPWIOXKEHNSA) Ha MOOUJILHOE YCTPONCTBO M Pa3pelIuTh MOJIKIIOUCHHE
K HUM I0JI IPEIJIOTOM TEXHUYECKOW MOJEPKKH (HAaIpuMep, yAaleHue
BHUPYCOB);

e nepeiiTu 1o cchutke n3 CMC-coobmieHus;

® BKJIIOYUTH Mepeaapecaluio Ha TenedoHe KIMEHTa IS COBEPIICHUS
B JIaJIbHEHIIIEM 3BOHKA OT €ro UMEHH B OaHK;

® 0]l MX PYKOBOJCTBOM II€PEBECTHU JJII COXPAHHOCTU JICHEKHBIC
CpeAcTBa Ha «3alUIIEHHBIE)» WIN «0€30TaCHbIe) CUETA;

e 3alth B oWwianH-kabmaer 10 cceuike u3 CMC-cooOmenus win
ANEKTPOHHOIO MUCHMA.

bank MoeT WHUIMUPOBATH OOIIEHUE C KJIMEHTOM TOJBKO IS
KOHCYJIbTallui
M0 MPENOoCTaBIsIEMbIM yciayraMm. [Ipyu 3TOM 3BOHKH COBEpIIAIOTCS C HOMEPOB,
yKa3aHHBIX Ha OOOPOTHOW CTOPOHE KapThl, Ha OQUIMAIBHBIX CcalTax u
O0aHKOBCKHMX JOKyMeHTax. VIHbie HOMepa HE MMEIOT HUKAKOrO0 OTHOIICHUS K
OaHKYy.

UTtoObl HE CTaTh XKEPTBOW NMCTAHIIMOHHOTO MOIIEHHHYECTBA CJEIYET
HCITOJIH30BaTh TOJIBKO OPUITHATHHBIC KAHAJIBI CBSI3H !

e (Gopmbl 0OOpaTHOM CBSI3M Ha caliTe OaHKa U B MOOMJIBHOM TPHIIOKCHHH;

e Tesie()OHBI TOPSUUX JIMHUK;

® TpYyNIbI WIK 4aT-00ThI B MECCEHKEPaX (€CIIM TAKOBbIE UMEIOTCS).
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BaxxHo mMOMHHTBH, 4YTO MOOWIBHBIE TIPUIOKEHUS OaHKOB CJEAyeT
CKauMBaTh uepe3 oduiinanbabie Marasusl (App Store, Google Play u 1.11.).

Heo6xoauMo y4uThIBaTh, YTO JIEpkKATENbh KapThl 00513aH CaMOCTOSTEIIbHO
obecrnieunuTh KOH(PUICHIINATBHOCTh €€ PEKBU3UTOB U B 3TOU CBSI3U U30€TaTh:

e IOJKIIOYEHHUS K 001e10cTynHbIM cetsM Wi-Fi;

e wucnoas3oBanus [IMH- nnmu CVV-komoB npu 3akaze TOBAPOB U YCIyT

yepes ceTh «MHTepHeT», a Takxke 1o Tenedony (pakcy);

e C00OIIEeHNs Ha3BaHHBIX KOJOB TPETHUM JHIAM (B MPOTHBHOM Cydae
T00BIC OTIEpAIK, COBEPIICHHBIC C WX HCIIOJIb30BAHUEM, CUUTAIOTCS
BBITIOJITHCHHBIMH CaMHM JIepKaTeeM KapThl M HE MOTYT OBITh
ONPOTECTOBAHBI).

[Ipu wucnosnb3oBaHMKM OAHKOMATOB OTAAaBalTe MPEANOYTECHUE TEM,
KOTOpbIE  yCTaHOBJICHHl B  3alIUIIEHHBIX  MecTax  (Hampumep, B
rOCy4pexJIeHusaX, opucax OaHKOB, KPYMHBIX TOProBhIX IeHTpax). Ilepen ero
WCITOJIb30BAaHUEM, OCMOTPHUTE B YOSIUTECH, UTO:

® BCE Olepalru, COBEPIIAeMbIC MMPEIBIAYIIIIM KIMEHTOM, 3aBEPIIICHBI;

® Ha KJIaBHAType W B MECTe MJisi NpHUeMa KapT HET JOTMOJHUTEIBHBIX
YCTPOKCTB;

® OTCYTCTBYIOT HEHMCIIPABHOCTH ¥ WHBIC TIOBPEIKICHU.

Cosepiiasi omeparu, HE TPHUCITYIIUBAWTECh K COBETaM HE3HAKOMBIX
JTroAeu
¥ HE TPUHUMANTE WX TIOMOIIIb.

[Ipu wucmonp30BaHUM COTOBBIX Tele(OHOB (cMapTPOHOB) coOItOIANTE
CJIEIYIOIINE MTPABUIIA;

® [IpH yCTAaHOBKE MOOWJIBHBIX MPUJIOKECHHH oOpallaiTe BHUMaHHE Ha
MOJIHOMOYHS, KOTOpPbIE OHM 3alpamuBalT. byasTe 0COOEHHO
OCTOPO’KHBI, €CJIM TMPHUJIOKEHHE IMPOCHUT MpaBa HA UYTEHUE aTPECHOU
KHHTH, OTIPABKY
CMC-coo6mieHuit 1 MHBIX YBEIOMIJICHHH, TOCTYyN K ceTu « HTepHET;

® OTKIIOYUTE B HACTPOMKAX BO3MOXKHOCTH HCIOJIb30BAHUS TOJIOCOBOTO
yIpaBIeHUS P 3a0JIOKUPOBAHHOM JKpaHe;

e He nepexoauTe no ccbuikaM u3 CMC-yBe1oMIIeHUH, pa3InYHbIX YaTOB
U MECCeHDKepOB, He YyOenuBIIMCh B WX  JIOCTOBEPHOCTH
(mepe3BaHUBANTE JIOJIAM UX OPUCIABIIUM);

® HE MEPSUYUCISIMTE JIEHEKHBIE CPEJICTBA 3HAKOMBIM, POJCTBEHHHKAMHU
U ONM3KMM JIMIIaM Ha WX IPOCHOBI O TEPEBOJC JICHEKHBIX CPEACTB
n3 CMC-yBenoMieHU, pa3IUYHBIX YaTOB W MECCEHJDKEPOB,
He YyOemWBIINCh B WX JIOCTOBEPHOCTH (TIEpe3BaHUBAWTE JIOISM
UX TIPUCIIABILINM);
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IIpy KWCHOIB30BAHUM HMHTEPHET-CEPBUCOB, B TO YMUCJE JJIs MOKYIKU U
pOJaXH TOBApOB M oOKazaHusi yciyr (ABurto, FOma u T.1.) 3allOMHHUTE Psij
MPOCTHIX MPABUIL:

® HCHOJIB3YHTE CpEICTBA OOINCHUS, TMPEJIOCTaBICHHBIC JIaHHBIMHU
caliTaMu;

® HE MEPEXOJIUTh HAa «UHIAUBHUAYAJIbHOE» OOIIEHUE C MOCTOPOHHUMHU
JALIAMH
C UCITOJIb30BaHNEM JIMYHBIX HOMEPOB TelIe(POHOB;

e HE NEpelaBalTe CBOM NEPCOHAJIBHBIE [IAHHBIC, B TOM YHUCIA aJapec
MPOKMBAHUS, KOHTAKTHBIE Teae(OHbI, 0AaHKOBCKUE PEKBU3UTHI U KOJbI
MOATBEPKICHUSI OAHKOBCKUX OIEpalinii;

® LCHOJIb3YWUTE TOJBKO MOPSIOK U (DOPMBI OILIATHI, TOJTYUYEHHUSI TOBAPOB,
MPETyCMOTPEHHBIEC TAHHBIMUA HHTEPHET-CEPBUCAMM.

IIpu omnatre ToBapa u ycinyr B cetu «UMHTepHET» (0COOEHHO TIpHU

MIPUBS3KE
K peryJsIpHbIM IUIaTeXaM WM aKKayHTaM) TpeOyeTcsi BCETaa YYUTHIBAThH
BBICOKYIO BEPOSITHOCTh II€peXxoJa Ha MNOAACIbHBIA CaWT, CO3JaHHBIA IS
KOMIIPOMETAIlMM KJIMEHTCKHUX JIaHHBIX, BKJIIOYas TIUIATCKHBIC KAPTOYHBIC
JTAaHHBIC.

Jld MUHUMHM3aluUU BO3MOJKHBIX XHUILEHUW MPU IPOBEICHUU OIEpaLlud
C UCMOJIb30BaHUEM CeTHU «MIHTEepHET» PEKOMEHTYETCSL:

e odpopMHuTh, BUPTyaJbHYIO KapTy C YCTAaHOBJICHHEM pa3Mmepa

VMHIUBUIYIBHOTO JIUIMUTA, OTPAHUYUBAIOIIETO ONEPAIMU, B TOM YUCIIE
C UCIIOJIb30BaHUEM JIPYTUX OAHKOBCKUX KapT;

e BHHUMAaTEIbHO YUTATh TEKCThI CMC-cO00IIEeHHI U UHBIX yBEIOMICHHIM
C KOJAaMH IOATBEPKACHUM, MPOBEPATh PEKBU3UTHI onepaunil. Ecim
PEKBU3UTHI HE COBNAJAIOT, TO TAKOUW MApPOIb BBOAUTH HEJb3S.

Korpa Oank cuuTaer coBepiiaeMble OT HMMEHHM KJIMEHTa ONepaluu
MOJ03PUTEILHBIMUA, OH MOXET 10 CBOCH MHUIIMATUBE BPEMEHHO 3a0JIOKUPOBATH
noctyn k ceppucam CMC-6anka w onHnaliH-kaOmHera. Ecnmm  omepanmm
COBEpIIICHBI JIepKaTelieM KapThl, JJIs OBICTPOrOo BO30OHOBIICHHS JIOCTyIAa K
JIEHE)KHBIM CPEJICTBAM JJOCTATOYHO MO3BOHUTH B KOHTAKTHBIN IIEHTP OaHKa.

B cmywae yrepm umm cMeHBl HOMepa TeiedoHa, MPHUBA3AHHOTO K
O0aHKOBCKOU KapTe, HE0OOXOUMO:

e CBs3aThCs ¢ OaHKOM 11 OTKIIFOUeHUS yeiayru CMC-yBenoMiieHus;

® 3a0JIOKMPOBATH CUM-KapTy, OOPATUBIINUCH K COTOBOMY OTIEpaTopy.

ITpyr BO3HUKHOBEHHHM MAJICHIIUX MOAO3PEHUN HACUET MPEAITPUHUMAECMBIX
MOMBITOK COBEPIICHUS MOIICHHUYECKUX JIEMCTBUM CIEAYET HE3aMEIJIUTEIILHO
YBEJIOMJIATH 00 3TOM OaHK.

CoOmroieHME  MPUBEACHHBIX MEp H  PEKOMEHAAIUMK  MO3BOJIUT
MPEAOTBPATUTH CIyYal JUCTAHIIMOHHOTO XUIIICHUS JICHEKHBIX CPEJICTB.



